Introduction
The key agreement scheme plays an important role in secure communications. A key agreement scheme allows two or more parties to agree upon a secret common session key over a public network, which will be used in the future communications. Over the past decades, key agreement scheme based on chaos theory has been studied widely.
In 2005, Xiao et al. [9] proposed a chaos-based key agreement protocol, which utilized efficient chaotic public-key cryptosystem [5] to reduce computation costs. However, Alvarez [1] has demonstrated that the Xiao et al.'s scheme is vulnerable to a man-in-the-middle attack. To enhance the security , Xiao et al. [6] proposed an improved key agreement by assuming that all participants have a shared long-term secret key. However, Han [2] points out that the improved scheme can not resist replaying attacks. Han et al. [3] , Xiao et al. [7] used timestamps or nonces to enhance the security of scheme [6] , respectively. Unfortunately, Guo et al.'s [4] pointed out that none of [3, 6, 7] can satisfy the contributory nature of key agreement, that is, the malicious server can predetermine the shared secret key. Guo 
Preliminaries
In this section, we will introduce some knowledge about Chebyshev chaotic map.
Definition 1.
Let n be an integer, and let x be a variable taking values over the interval [ 1, 1] − . Chebyshev polynomial ( ) :
With Definition 1, the recurrence relation of Chebyshev polynomial is defined as:
where 0 ( ) 1 T x = and 1 ( )
Chebyshev polynomial exhibits the following two important properties:
(1) The semi-group property:
(2) The chaotic property:
is a chaotic map with its invariant density
It is commonly believed that there is no polynomial-time algorithm to solve the two following problems with non-negligible probability. 
Review of Guo et al.'s scheme

Cryptanalysis of Guo et al.'s scheme
In password key agreement scheme that the user is allowed to choose his password, the user tends to choose a password that can be easily remembered for his convenience. However, these easy-to-remember passwords are potentially 
